Security issues are among the first to be raised whenever access to patient information is discussed, because of confidentiality concerns. At the same time, patients' information needs to be readily available to all authorized health-care providers at all times in order to ensure proper treatment. There is a challenge when integrating, implementing, maintaining and securing an electronic health record (EHR). In practice, patients' health records are distributed around different hospitals and the retrieval of this scattered information when a patient visits a doctor in any particular hospital and building of a secure EHR sharing pose serious and difficult problems. In this paper, we propose a new security policy framework for an EHR system that uses a dynamic system and cryptographic access control (CAC) on cloud computing to secure and manage users' activities on the cloud. Using real-life publicly available medical records on the UCI machine repository and data generated from OpenMRS, extensive experiments were conducted. Our experimental results suggest that the dynamic system and cloud computing have the capability to manage users of EHR systems. This excellent performance suggests wider application in both the healthcare and academic communities.
Introduction
Health organizations have noted that since 2004 approximately 10 million individuals have been affected by patient health data breaches. The record according to the healthcare data breach study chart of 2004 to 2007 [1] , is a percentage summary of the list of known U.S healthcare data security breaches as shown in Table 1 . An estimation (average) of the breaches over four (4) years is shown in Figure 1 . Although interest in automating and securing health records is generally high in both developed and developing countries, unfortunately in some cases the introduction of an electronic health record (EHR) system seems overwhelming and almost out of reach to many healthcare providers, administrators and medical record/health information managers. Table 1 Summarized Healthcare Data Breaches Figure 1 . Estimated healthcare data breach over 4 years Despite privacy regulations, data breaches are becoming more common in the medical community. One reason for the increase in medical data breaches is that more hospitals are integrating their electronic records. When paper-based records are used, it is possible to obtain information about a patient but it cannot be shared easily. The common approach is the copying of health records to mass-storage devices such as compact disk, digital video disks, smart card or flash disks where patients take ownerships of their records [2] .
The chart in Figure 1 , indicates that the largest portion of breach of data involves theft and this should give healthcare organizations some direction when writing and enforcing their policies and procedures. Security is the most important consideration when implementing a cloud strategy. It is essential to understand the entire security stack when providing a cloud offering. Therefore, healthcare should invest in technology that encrypts all medical data making it impossible for unauthorized users to hack into the system. This paper aims at building a security policy framework of a shared and integrated EHR that will be secured using the cloud computing concept. The major contributions in this paper are the following:  Development of a new healthcare security policy framework that integrates cloud computing and dynamic systems.  Introduction of cryptographic access control (CAC) and mathematical dynamic system addressing the key management issues of EHRs.  Application and evaluation of the framework through scientific and real-life medical records publicly available on the UCI machine learning repository. The rest of the study is organized as follows: Section 2 presents an overview of healthcare and useful theories, section 3 is the proposed security policy framework, section 4 is the experimental evaluation, section 5 describes the comparison of the existing frameworks and cloud-based security policy framework, and section 6 concludes the paper.
Related Work
In [4] [5] , important concepts relating to EHR sharing and integration, security issues regarding access to management of EHRs were discussed. An EHR security reference model which highlighted three core important components was also discussed and illustrated. The reference model was used to manage security issues in healthcare clouds through a use-case scenario.
Techniques that guaranteed security and privacy of medical data in the cloud were explored in [8] . They showed how new primitives attribute-based cryptography was used to construct a secure and privacy-preserved EHR system that enabled patients to share their data among healthcare providers in a flexible, dynamic and scalable manner.
A technique called Mobile Cloud for Assistive Healthcare (MoCAsH) was proposed in [9] . The technique embraced important concepts of mobile sensing, active sensor and collaborative planning by deploying an intelligent mobile agent. The technique also addressed security and privacy issues by deploying selective and federated P2P cloud to protect and preserve data ownership.
A distributed web interactive system for sharing health records on the cloud using distributed OSGi services and consumers, called Health Cloud eXchange (HCX) was outlined in [10] . This system allows different health records and related healthcare services to be discovered dynamically.
Proposed Security Policy Framework
The proposed cloud-based security framework for a healthcare information system as shown in Figure 2 , uses a suitable access control method to enforce secure storage. It is a challenge to address the problem of key management and distribution of different keys to every healthcare professional; this research uses CAC as an approach to securing data by encrypting it with a key, so that only the users in possession of the correct key are able to decrypt the data and/or perform further encryptions.
The entry point into the framework as shown in Figure 3 is the web service. What the user needs to access the application that resides on the cloud is a thin client such as a web browser. It is available in almost all mobile devices and then integrates access policies to gain access to the encrypted patient EHR in Figure 4 . The EHR storage and management component as shown in Figure  5 , comprises two main entities: the secure storage server and access control engine. The former store encrypted composite EHR and allows only authorized access while the access control engine manages a collection of rolebased access control policies and, enforces the access control policies to prevent the data from unauthorized access. It is possible that a patient may encounter more than one specialist belonging to a group of specialists that does not have access to the patient EHR data. In order to manage the patient's profiles, automated techniques such as CAC, the dynamic system etc, which are trusted by all group members (group of practitioners) in Figure 6 , are helpful in choosing the practitioner who may attend to the consultation and revoking the group after completion of the consultation process for the patient; this addresses the challenge of key management. The Key management provides a procedure for a multiple access to the HER of patients and an audit log system resides in the database to enhance system performance. The benefits of this framework are:
 It improves the quality of care as a result of having health information immediately available at all times for patients' care.  It ensures that multiple users have restricted and controlled access to patients' medical records.  Most healthcare organizations depend on workflows that consist of paper medical records, records stored on compact disk or external storage devices which can be inefficient or face the possibility of losing sensitive information.
The new system we suggest is cost-effective, faster, and more efficient for EHR services.  It gives patients confidence in the protection of their medical data. 
Web Service
The entry point into the application as shown in Figure 3 . is the web service, which is available in almost all mobile devices and then integrates access policies to gain access to the medical records in the cloud. The algorithm in Table 2 illustrates how users need to access the implemented framework. Step 2: Load EHR web page
Step 3: If (User = = 'registered')
Step 4: Link to EHR service
Step 5: Else
Step 6: End Figure 4 , presents the patient EHR and two security keys. The first is for encrypting the patient's basic profile, which contains the patient's name, address, date of birth, blood group etc while the second is to encrypt the medical profile of the patient which contains results of blood tests, x-rays etc in the EHR.
Encrypted Patient EHR

Figure 4. Encrypted patient's EHR
The algorithm in Table 3 illustrates how a patient's EHR is encrypted. Step 2: Loop until key = 256
Step 3: Set encryption key= basic profile
Step 4: End
Step 5: End if
Step 5: If encryption for medical profile = 'successful'
Step 6: Loop until key = 256
Step 7: Set encryption key= medical profile
Step 8: End
Step 9: End if
Data Access Policy
The data access policy provides the set of rules and procedures to follow to access the patient's EHR. The algorithm in Table 4 illustrates the procedure for a user to access a patient's profile Figure 6 , consists of three components for addressing and implementing security requirements for patient care delivery in an EHR cloud. EHR integration: Secure EHR integration is one of the most important building blocks in healthcare cloud development and an essential step towards effective implementation of the secure storage and access management and secure usage component. For EHR integration in Figure 6 , two security elements were addressed: Firstly, we verified the authenticity and integrity of each EHR (physicians and surgeons with medical records) through validating the signature (token) of the owner of the EHR record. Secondly, the EHR integrator should not integrate any EHRs that have no legitimate signatures or the owner of the EHRs. EHR secure storage and access management component: This comprises two main entities: (1) The storage server: stores the encrypted composite EHR and allows only authorized access, and (2) The access control engine: manages a collection of access control policies and enforces the access policies to protect the data from unauthorized access. In addition the information transferred between two parties is encrypted as shown in the dashed lines in Figure  6 . Note that information is transmitted from storage server to practitioner in the form of non-encrypted transmission as it has already been encoded by the storage server. EHR secure usage component: This provides source verifiable content access for users of EHR, including both patients and healthcare practitioners, as seen in Figure 6 , i.e, it provides verification of any user and anonymous digital credential signature to preserve the confidentiality of the practitioner. There are two functional building blocks in this component: signature and verification. For signature, once practitioners who participate in the consultation reach a medical conclusion regarding the next step, the medical certificate is signed. For verification, the patient (user) can verify the authenticity of the consultation result through the use of the medical certificate and practitioner's digital signature. The algorithm that describes Figure 6 is illustrated in Table 5 . Table 5 Access Control and Security Policies Algorithm
Access Control and Security Policies
Addressing Key Management Issues
This research uses CAC and dynamic systems to address management issues of EHRs on the cloud. 
Cryptography Access Control
Patient
It is possible that a patient may encounter more than one practitioner especially if the patient's condition causes complication. The attending doctor might like to seek an expert opinion from different practitioners. In such a group consultation, every participant needs to obtain the medical record. The consultation result such as diagnosis and treatment suggestions should be signed and certified by this group of practitioners. To ensure access management, we need to address a fundamental security issue and key management. Similarly, a patient needs to be ensured that the diagnosis by the group of practitioners can be trusted through a true medical certificate. Furthermore, the practitioners in the consultation group may wish to inform the specific patient about the diagnosis of a complication and the treatment recommendation as a group-based medical decision instead of confining it to a specific individual practitioner in the group. This is the problem of key management. CAC provides a procedure for multiple access to the patient EHR and also addresses the problem of key management. Figure 7 summarizes the related security requirements and techniques.
The algorithm in Table 6 illustrates how multiple accesses to the EHR can be managed Table 6 Key Management Algorithm
Managing Cloud Users using Dynamic System
The dynamic system manages the movement and activities of both patients and medical practitioners on the cloud. For instance, our system answers the questions: (i) how to monitor usage patterns and draw appropriate decisions/conclusions to be used in pertinent security situations and (ii) how to predict future usage patterns as well as anticipate the possible resource needs of a service. Definitions  Let a Cloud = A System  Let a Hospital EHR in a city = A State  Let the level of the state = The population of patients on an EHR cloud at time t i.e. L(t) Problems  If the number of patients at L(t) is known in the EHR in a hospital of a city, we can predict/monitor the patient population at time (t+1).  It is necessary to know the rates (r) of new patients joining (p j ) the EHR in a city hospital  It is necessary to know the rates (r) of patients disengaging (P d ) from EHR in a city hospital at time t. If r pj = Pj
 Number of patients at time t +1 on a hospital EHR in a 
Experimental Evaluations
One of the objectives of our proposed framework is to bring theory to practice with the emphasis on applications and practical work. The dynamic and cloud computing systems have been used in our experiment to monitor and manage users in the cloud. Our intention was to determine whether the dynamic model can manage/monitor users on the cloud giving insight to manage the medical practitioner and access patients' movement. As proof of concept, we carried out experiments using the dynamic model on two datasets: post-operative data from the UCI machine learning repository [14] ; and OpenMRS [15] . The post-operative data are to determine where patients in a postoperative recovery area should be sent to next. The real dataset consists of a large-scale EHR data with dimension of 9 rows x 90 columns. We have selected a post-operative patient pool (n = 12,600) that was further stratified into three EHR groups 1, 2 and 3. Group EHR 1 consists of patients (n = 4,000) with surface temperature and stability of temperature, group EHR 2 consists of patients (n = 4,200) with surface temperature and the stability of blood pressure, group EHR 3 consists of patients (n = 4,400) with stability of surface temperature and stability of the blood pressure. For all three groups, the chosen criteria were 90 different encounter types that were grouped into nine groups over a time period of 18 months. The format of the dataset is as follows: patient encounters for body temperature {SURF-STBL (stability of patient's surface temperature) stable, mod-stable,
INPUT: EHR Web Service OUTPUT: Key management
Step 1: Get Password1; Password2…Passwordn
Step 2: Read number of composite EHR Step 3: If ( group users = = 'registered')
Step 4: While (count! = number of EHR)
Step 5: Access the EHR Step 6: Suggest treatment
Step 7: Create, View, Update EHR Step 8: Count ++
Step 9:
End while Step 10: Else
Step 11: Revoke the group or group user
Step 12: End if unstable. BP-STBL (stability of patient's blood pressure) stable, mod-stable, unstable}, patient encounters for discharge decision {mid, low, excellent, mid, stable, stable, stable, 15, 10, A, S}. Sequence of events is modeled as (i) I: Patient sent to intensive care unit, (ii) S: Patient prepared to go home and (iii) A: Patient sent to general hospital floor.
The medical record from the OpenMRS was created with a custom type (advanced) of generating report. All reports contain a report definition which is linked to one or more dataset definition; the link between the report definition and the appropriate dataset definition is set automatically. However, to create a custom report (advanced), it must manually link the report definition and dataset definition. Different categories of patient properties were created: Valid patient properties which include PersonId, gender, age and location. The real dataset consists of patient pool (n = 10,603) and is stratified into three EHR hospital groups 1, 2 and 3. Group EHR hospital 1 consists of patients (n = 3,600), EHR hospital 2 consists of patients (n = 3,650) and EHR hospital 3 consists of patients (n = 3,353). This experiment is implemented with MATLAB.
Observation of Real-life Post-operative Patient
In this experiment, we model as EHR 1, patients sent to intensive care, as EHR 2, patients sent to general hospital floor and as EHR 3, patients prepared to go home. An interesting observation is that patients with surface temperature and stability of temperature are sent to the intensive care unit (l), patients with surface temperature and stability of blood pressure are sent to a general hospital floor (A) and patients with stability of surface temperature and stability of blood pressure are prepared to go home (S). From the 18 months' patients' records, L(t) = 4,000, (r pj = 0.04), and (r pd = 0.01) were extracted for EHR 1, then L(t) (1+ r pj -r pd ) was used to predict the next patient population, as shown in Figure 8 Using the graph patterns in Figure 8 to monitor patients' movement, one can see that more patients are likely to join EHR 1, EHR 2, and EHR 3 on the cloud. This suggests that more resources such as number of medical practitioners, medical equipment etc, should be allocated to the cloud. 
Comparing Our Cloud-based Security Policy Framework and Others
In much of the developed world, healthcare has evolved to a point where patients can have many different providers including primary care physicians, specialists, therapists and even alternative medicine practitioners to address their diverse medical needs. From table 7, the first security policy proposed a unified access control scheme that supports patient-centric selective sharing of a virtual composite of EHRs, implementing a primitive attributebased cryptography as a technique as the basic security guard. The second EHR security reference model was illustrated using a use-case scenario. (MoCAsH) was proposed. MoCAsH addresses security and privacy issues by deploying selective and federated P2P cloud to protect data, preserve data ownership and strengthen aspects of security. The third security policy outlines a distributed Web interactive system for sharing health records on the cloud using distributed OSGi services and consumers called (HCX). This system allows for different health record and related healthcare services to be dynamically discovered and interactively used by client programs running within a federated private cloud. The fourth is a new cloud-based policy proposed for the security policy framework of an EHR system which uses a dynamic system and CAC on cloud computing to secure, monitor and manage users' activities on the cloud. The cloud-based security policy also provides a procedure to ensure restricted and controlled multiple accesses to patients' medical profile, the system is faster and more efficient for EHR services. 
Conclusion
We have proposed a cloud-based security policy framework and demonstrated the use of a dynamic system in a public healthcare information system to monitor and manage patients' movement on the cloud. In the literature, what has been achieved in managing patients' movement seems discouraging, but the experimental results using the real-life publicly available medical record from the UCI and the data generated from the OPENMRS shows that monitoring and managing patients could be possible.
Our findings indicate that patients who joins and disengages from a particular EHR may be a challenge in terms of insufficient resources such as medical practitioners, equipment etc. The major challenge in this research is the inability to experiment with this system on real-life medical records from local hospitals because of confidentiality issues. However, our approach enabled us to experiment with the management of patients, which gives an insight into controlling medical practitioners accessing patients' medical records on the cloud. One can see that monitoring and managing the cloud provides a level of security. In future work, the research can be explored further in different forms, including the following: (i) focusing on key management by combining the dynamic system and the described CAC; (ii) real-life implementation of the whole system; and (iii) experimenting with the entire system by using real-life medical data obtained locally from a hospital.
